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ImageVault

ImageVault simplifies and improves the handling of files in
EPiServer CMS. The basic function of ImageVault is

to store files on a central server, so everyone in the
organization can access and use the files.
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Introduction

This document describes the different stages in the installation of ImageVault. The document also explains how ImageVault can

easily be configured to store the images on a separate file server.

News in ImageVault 3.1

Any news and changes concemning the installation are described here.
Support for using the same ImageVault database for multiple EPiServer instances. This is described in chapter O

ImageVault 3.1 will run on both EPiServer 4.61 and .Net 2.0 and on EPiServer CMS; however different installation packages is
required.

Note! Please not that that if upgrading from ImageVault 2 there is some major changes that has been done to ImageVault that
you need to consider before upgrading an existing installation. These are listed below.

Support for .Net I.1 is dropped.
Support for EPi 4.51 and before is dropped.

Changes in the ImageVault API. This means that changes is required to web sites that use the ImageVault API, or these sites will

stop working after installation! For detailed information about these changes consult the APl documentation.

Changes in web.config. Changes have been made to conform to .Net standards, though the installation program should take
care of converting existing settings.

Orders are removed in this release, but will return in a future release.

Known problems

To consider before installation

The user that you log in as, when running the installation, must have permissions to be able to create and change databases on
the SQL server that is to be used for ImageVault.

If you indicate the SQL server with a computer name, Named Pipes must be activated, and if you indicate an IP address,
TCP/IP must be activated. Right-click on the database server in the Enterprise Manager, and select Properties. Click Network

Configuration to activate Named Pipes and/or TCP/IP.

If the installation is an upgrading of an earlier version of ImageVault, a complete backup of both database and files is recom-
mended.

Note! When upgrading from an earlier version changes will be made to both the EPiServer database and the ImageVault data-

base. These changes are not reversible so make backup copies of both databases.

To consider after installation

When ImageVault is installed, a number of keys are added in the ImageVault section in the se.meridium.epiServer.extensions
section of web.config. The keys that indicate a URL will be set to http://localhost by the Installation program, and must be
changed to valid DNS names or IP addresses, for ImageVault to function properly. The IP address or DNS name must also be
accessible from the server that ImageVault is installed on.

The installation has created two groups in EPiServer that are called ImageVault Admins and ImageVault Editors. To have access to
administration in ImageVault, you have to be a member of ImageVault Admins, and to be able to add, change and delete images,
you have to be a member of ImageVault Editors. You can replace these groups by changing AdminGroups and EditorGroups
below the section ImageVault, in the section se.meridium.epiServer.extensions in web.config. Several groups can be indicated in
a comma-separated list.
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ImageVault has functionality to deliver notifications by e-mail. For this to work, the Web server must be enabled to use the

Default SMPT Server to send e-mails.

Note! Make sure that the ASPNET process has access rights to the temp directory since this is required be some functions in

the .Net framework.

To consider when upgrading ImageVault

© Meridium AB
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Installation

Download and run the Installation program.

During the installation ImageGlue, ImageEffects and GhostScript will also be installed. These components are necessary for
ImageVault to function properly.

Installation program started

Installation of Image¥Yault

Introduction

=% ImageV¥ault 3.0 Installation

Welcome to Image ault installabion wezard
MERIDILINA

Thiz wizard will help pou install Imageyault for EFiServer 4.61 and Het 2.0,

Pleaze zend an email bo mailto:imagewaultimerndium. e if you have anyp problems with the
inztallation.

Imagellue MET, ImageE ffects and Ghostzcrpt will alzo be inztalled during the installation process.

Cancel | M et >
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License conditions

=% ImageVault 3.0 Installation

ReadLicense agreement

MERIDILINA
LICEMSYILLEOR FOR IMAGEWALLT, ERISERYER 461 VERSIOMER -
WIKTIGT. —

LAS IGEMOM DE ALLMANNA VILLKOREM FOR LICENSAVTALET MEDAN INMAN DU
INSTALLERAR OCH ANVANDER PROGRAMMET.

GEMOM ATT DU INSTALLERAR, FRAMSTALLER EXEMPLAR &Y, LADDAR
MED, HAR TILLGANG TILL ELLER P& ANMNAT SETT ANVENDER
FROGRAMYARAN, ACCEPTERAR DU NEDANSTAENDE LICENSYILLEOR
OCH DETTA LICEMSAYTAL BLIR DARIGEMOM BIMDAMDE.

OM DU INTE ACCEPTERAR NAGOT YILLKOR RETURNERAR DU
PROGRAMMET TILL DET FORETAG DAR DU FICK. DET MOT FULL
ERSATTNING FOR LICENSAVGIFTEN OCH ATERGANG &Y KOPET.

Detta glukarvandaravtal [“Avtalet'] ar et bindande avtal mellan slutanvandaren

M irarmetzmaran'l ack b aridiore AR M Azree! Aotalab ranlarar et zllzbioe aeb kool 2

Cancel | < Back MHest >

Read through the conditions and accept to continue.

Select EPiServer installation

=% ImageVault 3.0 Installation

EPiServer Inztallation

Select where the EFiServer installation iz located. MMERIDILINA
YWeh Site; Dema il
Yirtual Folder: | j

Cancel | < Back MHest >

Only web sites that have an EPiServer installation of version 4.61 or CMS will appear in the drop-down menu of the upper

box. Select the desired web site and possible virtual album where you want ImageVault to be installed.
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License file

“3 ImageVault 3.0 Installation

Select your license fle

You can zkip this step if pou already have installed a walid licenze. MMERIDILINA

Licenze file; | Browse...

[f you upgrade from a previous version of Image ault, then you probably haven't got a license
file. Go b bill bikkp: e, menidium, z2 and log on to your Imagetault account. Go to 'ty
account' and in the ligt of icenzes, download the approprate file. Save it to disk and select it
above.

Cancel | < Back MHest >

Note that this step is optional if you have an EPiServer Create+ license.

Use the Browse button to locate your license file for ImageVault. If no file is selected, it can later be manually copied to the
web sites root directory. Note! If multiple Meridium products are installed on the same web site the license files has to be merged.

This must be done manually if the file is not selected in this step.

Select Database

=% ImageVault 3.0 Installation

SAL server

Select the SOL server where you want to store Imagefault, MERIDILINA
Choose an existing database or enter a name far a new database.

Authentication during installation
o windows INTERMNAL johan

" SOL [entered below)

SOL server llocal]

Databaze: |.:||:.D emg j
Uzemarme: |sa j
Paszword: s

HEREHN

Confirm paszword:

Cancel | ¢ Back | et =
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As preset value the local SQL server is selected. To choose another SQL server, indicate its name in the text field. Existing
databases on the selected SQL server will be displayed in a drop-down menu. If you want to create a new database, indicate
the name of the database that you want to use. User name and password should be the ones that you want ImageVault to use
after installation.

As preset the Installation program will use the database of the user running the Installation program. By selecting SQL in Au-

thentication during installation, the installation may instead be run with the user indicated in the free text fields.

Installation of ImageVault

=% ImageVault 3.0 Installation

Ready toinstal
Fresz finish to install Imaget/aulk. MMERIDILINA

Selected web zerver ProcesstapReleaseT est
|nztallation falder: C:hnetpubsMyuEFiServer

SAL Server: [local]

Databaze: dbProcesshdapFeleazeT est
Ilzemame: za

PasSwl:lrd. REXNNNRERE

Cancel | < Back Finizh

By now the Installation program has received all information about where and how ImageVault is to be installed. Click Finish to

complete the installation.

During the installation ImageGlue, ImageEffects and GhostScript will be installed. ImageGlue is the component used for image
handling in ImageVault. GhostScript is necessary for PostScript to function in ImageVault. Installation of these must be com-

pleted for ImageVault to function properly.
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Changes in Installation

ImageVault is installed with a structure that fits most of our customers' basic requirements. This chapter describes how you can
change structure and configuration to fit different applications.

Move File archive to File server

Configure ASPNET to run under a domain account

For ImageVault to reach files on another server, the account that is used to run the ASPNET process must be able to get
permissions on the file server. This means that the account must be a domain account. For more information see

http://support.microsoft.com/default.aspx?scid=kb;EN-US:317012

Move Albums

= ) ImagestoreMET

|2 Adrmin
) cag
| Controls

=l ) Data
|20 ImageDB
Iy Crders
I Edit

|0 Imagealue

|20 Images

| IWEuilkInHElp
|20 Plugins
|20 Scripks
| Shvles
5 ws

All files that are used in ImageVault are placed in an album structure under the ImageDB album.

Move these albums to the file server. Note that the account that runs the ASPNET process must have permission to the al-
bums on the file server.

Change of Web server

=-_1 ImagestoreMET
- Admin
=1 CAB

&1 Contrals
=[] Data

E -- ImageDE
- Crders
[+-{_] Edit

When moving files to another file server, the ImageDB should be linked under the album Data, as virtual albums. The virtual

albums only need to be given view permissions.
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Change of web.config.

The values that may be configured in web.config are placed as attributes in the following Configuration section

<se.meridium.epiServer_extensions>

<imageVault ImagePathOriginal="C:\ImageDB" >
This key should be connected to the folder where the original images are archived.

ImagePathOriginal="C:\inetpub\Demo\ImageStoreNET\Data\ImageDB" />
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Web.config. reference

A description of the keys that ImageVault uses.

Information about the database link to the ImageVault database.

ImageVaultConnStr=

"Server=(local) ;Database=ImageVaul tNET ;UlD=sa;Password=;"

The parameter should be set in case the service that manages the conversion of images is run on a separate web server. If you
do not use a dedicated server for the image handling, this key should not be included at all.

WebServiceURL="http://localhost:80/ImageStoreNET/WS”

A comma separated list with names of the groups that have Administration rights in ImageVault.
AdminGroups=""ImageVault Admins"

A comma separated list with names of the groups that have Edit rights in ImageVautt.
EditorGroups”ImageVault Editors”

A comma separated list of string to replace during extraction of IPTC and EXIF meta data. This could be used to handle na-
tional characters even when this is not permitted by the standard.

EXIFCharTranslation=" A¥=4,Ac=4,A1=6"
If unexpected errors occur when accessing ImageVault images additional information about errors can be logged to a file.
DebugErrorLog=" c:\temp\log.txt”

Notel Make sure that the file exists and that the ASPNET process has rights to write to the file.

Cache

These parameters are used to control how ImageVault should handle the caching of images. The caching will function in the

same way as EPiServer handles caching.

If this parameter is set to true, no caching of images will occur. The database will get a question every time an image is to be
displayed (as before the caching was introduced).

No notification about updates will be given to other cache listeners.
DisableCache="true"
Number of hours that an "unused"” IV-object remains “unused in the cache, before it is thrown.

CacheTimeout=""1"

Support for Search engines

To facilitate indexation for Search engines, e.g. Site Seeker, there is the possibility to send down metadata in the header infor-

mation to these Search engines.

This should include a comma separated list of UserAgent for their crawlers, which have extra information as HTTP headers.

CrawlerUserAgents="SiteSeekerCrawler/1.0”

© Meridium AB
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Multiple sites using one ImageVault

ImageVault can be used to share a single file repository between multiple EPiServer sites. This text describes how to set up
ImageVault so that it will work with multiple sites. Note that this should not be confused with load balancing, i.e. multiple serv-

ers running the same site.

Installation

Install ImageVault on all servers. During the first installation create a database and in the following installations, select the data-

base the first installation created. Note that you should use the exactly the same version of ImageVault on all the sites.

Image\vault
DB

DB Conretion DB Connetion DB Connetion

a L
DB Connetion DB Connetion 0B Cannetion

Sita1 Site2 Site3
DE DB 0B

File share configuration

All the servers must have access to a common file share where the files will be stored. To change the location, modify this

attribute in the web.config.

ImagePathOriginal="\\MyServer\ImageStoreNET\Data\ImageDB”

© Meridium AB
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Imageiaull
File chare

File access File access File access

Site Sited
Note that the user running the .Net process on the servers needs to have read and write access to the file share.

Site and user configuration

To be able to identify the servers each server must be configured whit a unique identifier, called site prefix. Depending on how
users should be authenticated each site may also need a unique identifier for the users, this is called user prefix below.

The site prefix and user prefix has to be specified in each sites web.config. The prefixes should be added as attributes to the

ImageVault node in web.config.
<imageVault UserPrefix="" SitePrefix="" ..

The site prefix has to be unique for each site. If a site is running on more than one server, i.e. load balancing, then those servers
should have the same site prefix.

The user prefix has to be unique for each user directory that is used. This is best illustrated with an example.

If we have tree sites S1, S2 and S3. S| and S2 is using the same AD for authentication while S3 is using a local database. The S|

and 52 should have the same user prefix, and S3 would have a unique value.

Site prafix 51

User prefix U1 Sie prefiz 52

User prefix U1

Site prefix 53
User prefix UZ
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Note that you should only set the user prefix to the same value if you want album rights to be the same for both sites. By
setting different prefixes on site S| and S2 you can set user rights independent on each server.

[t's important that the settings for user and site prefix are made before ImageVault is taken into use. Applying prefixes to an
ImageVault installation that is already in use will cause strange behavior regarding user rights and when tracking the usage of
images. It's also important that all sites that are using the database has a site prefix and a user prefix. Otherwise it will not know

that it is a shared database and might remove rights that are set by the other sites.

It is possible to set a site and user prefix for an already existing ImageVault site but that will require changes to the database
and that the site is taken offline. There is a sql-script available to assist in making theses changers. See the comments in the
script file for more information. The script MultipleEPiServersUpdate.sgl can be downloaded from www.meridium.se

Cache listener configuration

Cache listeners are used by ImageVault to clear the sites cache when changes are made to the database.

Web Service call Web Service call

Weh Sarvice call

Sitel

Cash listener service

The cache listeners can be set up using anonymous access, but this is not recommended.

To secure the web service we use EPiServer's BasicAuthentication Module. Every installation has a web service that has to be
set to basic authentication. This is done by opening Internet Information Services and select properties for folder

~/ImageStoreNet/WS/AuthenticationService/ and disable Anonymous access.

Se the document “Web Services.pdf’, downloadable from the EPiServer website, which describes how to configure Basic

Authentication.

Cache listener list
Each site also needs to know how to find the other sites cache listeners. This is done by creating a list in web.config.

<imagevVault.. >
<RemoteSites>
<add Url="http://sitel”™ Name="sitel” UserName="loginl" Password="xxxx" />
<add Url="http://site2" Name="site2" UserName="login2" Password="yyyy” />
</RemoteSites>

</imageVault>

To test if the cache listeners are correctly configured, go to
~ /ImageStoreNET/Admin/TestRemoteSites.aspx
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Other Configuration

All other configuration is managed from the System configuration interface in ImageVault (see Administrator Manual).
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